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(57) Abstract 



A customer administrative system or user input device (24) of a wireless communications system is interfaced through a service 
order gateway (22) with one or more system database network elements (26) to support redundant data back-up (30) and data consistency 
checks (32). Logic is included in the service order gateway to process and translate (102, 104, 106, 108) data management orders (100) to 
effectuate any data updates (110) in each of plural redundantly configured database network elements. The included logic further queries 
(208) the plural database network elements for stored data, and compares (214) the extracted (210) data to identify inconsistencies. 
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CUSTOMER ADMINISTRATIVE SYSTEM MANAGEMENT 
OF REDUNDANT DATABASE NETWORK ELEMENTS 
IN A TELECOMMUNICATIONS SYSTEM 

BACKGROUND OF THE INVENTION 
Technical Field of the Tnygnfjon 

The present invention relates to telecommunications systems and, in particular, 
to the management of redundant database network elements using a customer 
5 administrative system interface. 

Description of Related 

Reference is now made to FIGURE 1 wherein there is shown a block diagram 
of a portion of a telecommunications network 10 including a plurality of database 
network elements (NE) 12. The telecommunications network 10 comprises a wireless 
10 (for example, cellular) communications system, and each database network element 
12 comprises a home location register (HLR) database storing permanent and 
temporary wireless subscriber data. The permanent data stored in the database 
network element 12 comprises fixed information concerning, for example, the 
communications service subscripted to by each subscriber. The temporary data stored 
15 in the database network element 12 comprises variable information concerning, for 
example, the current location of each subscriber. 

This wireless subscriber data is generally maintained in both a primary 
database network: element 12(p) and a redundant database network element 12(r). The 
wireless subscriber data is accessed by the network 10 from the primary database 
20 network element 12(p) during normal network operation. When necessary, such as 
when the primary database network element 12(p) fails or communication with the 
primary database network element 12(p) is not possible, the wireless subscriber data 
is instead accessed by the network 10 from the redundant database network element 
12(r). The redundant database network element 12(r) accordingly functions as a back- 
25 up to the primary database network element 1 2(p). 

In accordance with conventional system operation procedures, and through the 
use of appropriate TIA/EIA Interim Standard IS-41 signaling, the network 10 
functions to communicate temporary data not only to the primary database network 
element 12(p) for storage, but also to the redundant database network element 12(r). 
3 0 Thus, in response, for example, to a registration by a mobile station (not shown) with 
a switching node of the network 10, location information relating to that registering 
mobile station is sent from the switching node to the primary database network 
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element 12(p) for storage using known IS-41 signaling messages. This location 
information is further sent using known IS-41 signaling messages, either directly from 
the network (i.e., the switching node) or from the primary database network element 
12(p), to the redundant database network element 12(r) for back-up storage. 
5 No similar automatic storage procedures are, however, implemented with 

respect to the permanent data. Thus, at, for example, subscriber definition, the 
permanent data must be manually entered by the service provider into both the primary 
database network element 12(p) and the redundant database network element 12(r). 
If any modifications subsequently need to be made to that permanent data, these 
1 0 modifications must be manually entered into each database in a similar manner. This 
prior art procedure is time consuming, inefficient and prone to error. There is a need 
for an automated procedure for supporting permanent data storage in both the primary 
database network element 1 2(p) and the redundant database network element 1 2(r). 
It is important that the wireless subscriber data stored in the primary database 
1 5 network element 1 2(p) and the redundant database network element 1 2(r) be consistent 
with (for example, identical to) each other. Thus, the primary database network 
element 12(p) and the redundant database network element 12(r) must, for example, 
each contain consistent subscriber services data in order to insure that consistent 
services, such as call forwarding to certain numbers, are provided irrespective of the 

2 0 database network element currently in operation. Conventionally, consistency checks 

between the data stored in the primary database network element 12(p) and the data 
stored in the redundant database network element 12(r) have been made on a manual 
basis. This prior art procedure typically involves outputting and manual comparison 
of the data from the database network elements. This procedural operation is time 
25 consuming, inefficient and prone to error. There is a need for an automated procedure 
for supporting consistency checks between the data stored in the primary database 
network element 12(p) and the redundant database network element 12(r). 

SUMMARY OF THE INVENTION 

A service order gateway between a customer administrative system (user input 

3 0 device) and plural database network elements of a wireless communications system 

includes logic for supporting the redundant back-up of data in a redundant database 
network element configuration. The logic functions responsive to a data storage event 
(for example, a subscription definition) by identifying which ones of the database 
network elements must be addressed in order to support a redundant storage of the 
3 5 data. The logic then generates individual data storage commands in proper format for 
each individual database network element. These commands are then issued to each 
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of the database network elements to perform the update. In the event the update 
cannot be successfully completed by each identified database network element, the 
logic further issues commands to roll-back the database network elements to a data 
state prior to the occurrence of the data storage event. 

The service order gateway between a customer administrative system (user 
input device) and plural database network elements of a wireless communications 
system further includes logic for supporting the performance of a consistency check 
between the data stored in the plural database network elements. The logic within the 
service order gateway functions responsive to a consistency check request by 
identifying which ones of the database network elements must be addressed in order 
to make the check. The logic then generates individual query requests in proper 
format for each individual database network element requesting the necessary data. 
The formatted query requests are then issued to the proper database network elements 
for processing. Responsive to receipt of the requested data, the logic compares the 
extracted data to identify any inconsistencies. These noted inconsistencies are 
reported for proper handling (such as manual correction) or are automatically 
corrected. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the method and apparatus of the present 
invention may be acquired by reference to the following Detailed Description when 
taken in conjunction with the accompanying Drawings wherein: 

FIGURE 1, previously described, is a block diagram of a portion of a 
telecommunications network implementing a redundant database network element 
(NE) architecture; 

FIGURE 2 is a block diagram of a portion of a telecommunications network 
implementing a present invention service order gateway between a customer 
administrative system and a plurality of redundant database network elements; 

FIGURES 3A-3B are nodal operation and signal flow diagrams illustrating 
operation of the service order gateway to support redundant data storage; and 

FIGURE 4 is a nodal operation and signal flow diagram illustrating operation 
of the service order gateway to support data consistency checks. 

DETAILED DESCRIPTION OF THE DRAWINGS 

Reference is now made to FIGURE 2 wherein there is shown a block 
diagram of a portion of a telecommunications network 20 implementing a present 
invention service order gateway (SOG) 22 between a customer administrative system 
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15 



(CAS) or other user input device 24 and a plurality of redundant database network 
elements (NE) 26. Again, the telecommunications network 20 comprises a wireless 
(for example, cellular) communications system, and each database network element 
26 comprises a home location register (HLR) database storing permanent and 
temporary wireless subscriber data as previously described. Thus, the database 
network elements 26 store permanent data comprising subscriber communications 
service information, and temporary data comprising the current location of each 
subscriber. The service order gateway 22, customer administrative system or other 
user input device 24, and database network elements 26 are interconnected using a 
network 34 preferably comprising a network, such as an X.25 network, separate and 
apart from the telecommunications network 20. 

The customer administrative system or other user input device 24 is utilized 
to engage in transactions relating to the administration of the permanent data stored 
in each database network element 26. These administration activities, in general, 
relate to transactions performed for the purposes of customer (i.e., subscriber) creation 
or definition, service activation, and the like, relating to a given customer. More 
particularly, the transactions relate to subscriber data administration tasks such as: 

- subscription initiation/removal/status, 

- subscriber activation/cancellation, 

20 - service provision/withdrawal/activation/passivation, 

- C-number (transfer) definition, 

- pass code changes, and 

- serial number changes. 

The transactions may further relate to authentication administration tasks such as 
5 authentication activation/change/deactivation/status. Additionally, the transactions 
relate to numbering plan configuration including number range assignment, numbering 
plan deletion and numbering plan viewing. 

The service order gateway 22 supports the customer administrative system or 
other user input device 24 operations and transactions described above in connection 
0 with the administration of the permanent data stored in each database network element 
22. For example, customer administration system or other user input device 24 
operations and transactions concerning the administration of subscriber data (relating 
to subscriptions, services and the like), authentication data and numbering plan data 
are supported by transaction logic 28 of the service order gateway 22. This transaction 
5 logic 28 receives orders originated at the customer administrative system or other user 
input device 24, identifies the particular action(s) to be taken by a database network 
element 26 in connection with that order, identifies the commands needed to effectuate 
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those actions, converts those commands to a proper format for communication to 
and/understanding by that database network element, and issues the properly formatted 
commands to that database network element. The transaction oriented logic 28 further 
receives any response to the order from the identified database network element 26, 
converts the response (if necessary) to a proper format for communication to 
and/understanding by the customer administrative system or other user input device 
24 that originated the order, and routes the properly formatted response thereto. 

The transaction logic 28 of the service order gateway 22 further supports 
automated redundancy of customer administration system or other user input device 
24 administered subscriber data (relating to subscriptions, services and the like), 
authentication data and numbering plan data using redundancy logic 30. This 
redundancy logic 30, operating in conjunction with transaction logic 28, functions to 
identify for each received order originated at the customer administrative system or 
other user input device 24 the plural database network elements 26 that are affected 
15 by the order (i.e., both the primary and redundant database network elements), identify 
the particular action(s) to be taken by each database network element in connection 
with that order, identify the commands needed to effectuate those actions, convert each 
of those commands to a proper format for communication to and/understanding by the 
identified database network elements, and issues the commands to each of those 

2 0 database network elements. To support this redundancy operation, the redundancy 

logic 30 keeps track of the inter-relationships between the plural database network 
elements 26 concerning administered subscriber data, authentication data and 
numbering plan data. The redundancy logic 30 accordingly recognizes for each 
subscriber which of the plural database network elements 26 comprises the primary 
25 database network element, and which of the plural database network elements 
comprises the redundant database network elements. For each order, the appropriate 
ones of the plural database network elements 26 are identified and issued appropriately 
formatted commands. 

The redundancy logic 30 further supports a roll-back operation in the event a 

3 0 received order cannot be completely redundantly effectuated. For example, responsive 

to a received order the redundancy logic 30 may recognize the appropriate ones of the 
plural database network elements 26 to be issued appropriately formatted commands, 
but only one of those database network elements completes the action(s) needed to be 
taken in connection with that order. In such a situation, an inconsistency exists 
3 5 between the subscriber data, authentication data and numbering plan data stored in the 
identified plural database network elements 26. Once this failure to complete the 
action(s) in each of the plural database network elements 26 is recognized, the 
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redundancy logic 30 causes the data state of the plural database network elements 26 
to be rolled-back to their respective states prior to issuance of the commands. This is 
accomplished by issuing a roll-back command to each of the database network 
elements 26 which successfully completed the action(s) for that order. 

Reference is now made to FIGURE 3 A wherein there is shown a nodal 
operation and signal flow diagram illustrating operation of the interface redundancy 
logic to implement automated redundancy of subscriber data. The customer 
administrative system or other user input device 24 originates an order 100 concerning 
updating of subscriber data, authentication data and/or numbering plan data. This 
order 100 is received by the service order gateway 22. The service order gateway 22 
first processes the order 100 to identify (action 102) each of the plural database 
network elements 26 that are affected by the order. This would comprise, for example, 
an identification of both the primary database network element 26(p) and the 
redundant database network element 26(r). To support this identification process, the 
1 5 redundancy logic 30 keeps track of the inter-relationships between the plural database 
network elements 26 concerning administered subscriber data, authentication data and 
numbering plan data. The redundancy logic 30 accordingly recognizes for each 
subscriber which of the plural database network elements 26 comprises the primary 
database network element, and which of the plural database network elements 
20 comprises the redundant database network element. The service order gateway 22 
next identifies (action 104) the particular action(s) to be taken by each database 
network element 26 in connection with implementing that received order 100. The 
actions to be taken may comprise, for example, actions to store certain data, modify 
certain data and/or delete certain data from each of the implicated databases. The 
2 5 service order gateway 22 next identifies (action 1 06) the commands which are needed 
to effectuate those actions by each of the database network elements 26. The service 
order gateway 22 then converts (action 108) each of those commands to a proper 
format for communication to and/understanding by the identified database network 
elements. The conversion of action 108 performed by the redundancy logic 30 may 
0 comprise a conversion of the originated order 1 00 or its resulting commands 1 06 from 
a given format and protocol (such as a generic, abstract or machine independent 
language) associated with the customer administrative system or other user input 
device 24 to a certain format and protocol associated with each individual one of the 
identified database network elements 26 (such as a machine dependent language). For 
5 example, the commands may be made into a man-machine-language (MML) 
commands compatible with each of the database network elements 26 implicated in 
the data migration. Alternatively, a translation may be made via a machine-machine- 
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interface (MMI) (such as standard query language - SQL) which is unique to one or 
more of the database network elements 26. Other translations and conversions may 
be implemented in accordance with these teachings by persons of ordinary skill in the 
art. The service order gateway 22 then issues the properly converted commands 1 1 0 
5 to each of the primary and redundant database network elements 26(p) and 26(r), 
respectively. 

Reference is now made to FIGURE 3B wherein there is shown a nodal 
operation and signal flow diagram illustrating operation of the interface redundancy 
logic to implement automated roll-back. Once an issued, properly converted 

10 command 110 has been received by an identified one of the redundant database 
network elements 26, that element processes (action 1 12) the command to effectuate 
an updating (through, perhaps, data storage, modification, and/or deletion). Once the 
updating has been completed, the database network element 26 sends a confirmation 
message 1 14 back to the service order gateway 22. In the meantime, the service order 

15 gateway monitors (action 1 16) for receipt of the confirmation messages 1 14 relating 
to each received order (100, FIGURE 3A) to determine whether all confirmations have 
been received from the identified (102, FIGURE 3 A) database network elements 26. 
If yes, the update has been successfully completed. If not all confirmations are 
received within a certain time period, it is assumed that the update was not completed 

2 0 in each of the identified database network elements 26. In such a situation, an 
inconsistency exists between the subscriber data, authentication data and numbering 
plan data stored in the identified plural database network elements 26. A roll-back 
message 1 18 is then generated by the service order gateway 22 and sent to each of the 
database network elements 26 that responded with a confirmation message 114. In 

2 5 response to receipt of the roll-back message 1 1 8, the database network element 26 acts 

to roll-back the update (action 120) to return the database network element to the data 
state it was in prior to receipt of the properly converted command 1 10. An update 
error message 122 is also sent by the service order gateway 22 informing the 
originating customer administrative system or other user input device 24 that the order 
30 1 00 concerning updating of subscriber data, authentication data and/or numbering plan 
data could not be completed. 

Reference is now once again made to FIGURE 2. The service order gateway 
22 further supports a consistency check of the redundantly maintained subscriber data, 
authentication data and/or numbering plan data stored in the plural database network 

3 5 elements 26 using consistency logic 32. This consistency logic 32 functions to extract 

certain data from the plural database network elements 26 which meet parameters 
input through the customer administrative system or other user input device 24, 
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compare the extracted data, and issue a report back to the customer administrative 
system or other user input device concerning any noted inconsistencies between the 
extracted data. To support this consistency check, the consistency logic 32 keeps track 
of the inter-relationships between the plural database network elements 26 concerning 
administered subscriber data, authentication data and numbering plan data This 
aspect of the logic 32 may be shared in common with the similar functionality 
implemented by the redundancy logic 30 portion of the transaction logic 28. The 
consistency logic 32 accordingly recognizes for each subscriber which of the plural 
database network elements 26 comprises the primary database network element, and 
which of the plural database network elements comprises the redundant database 
network element. For each instance where a consistency check is ordered, data is 
extracted from the appropriate ones of the plural database network elements 26. In 
certain instances, the consistency logic may further initiate an automatic correction of 
the data stored by one or more of the database network elements 26 to bring the 
15 redundantly stored data into, agreement. l v 

Reference is now made to FIGURE 4 wherein there is shown a nodal operation 
and signal flow diagram illustrating operation of the service order gateway consistency 
logic to implement a consistency check. The customer administrative system or other 
user input device 24 originates an order 200 concerning the effectuation of a 
2 0 consistency check of certain data stored in the database network elements 26. The 
order 200 includes a number of audit parameters concerning the consistency check. 
These audit parameters may specify the database network elements 26 where the data 
to be checked may be found, the precise subscriber data, authentication data and/or 
numbering plan data to be checked, the subscriber whose subscriber data, 
authentication data and/or numbering plan data is to be checked, and the time frame 
under which the check is to be performed (for example, one time or periodically). 
This order 200 is received by the service order gateway 22. The service order gateway 
22 first processes the order 200, and in particular its included parameters, to identify 
(action 202) the data needed to complete the consistency check and the location (i.e., 
0 the database network elements 26(p) and 26(r)) where that data may be found. To 
support this identification process, the consistency logic 32 keeps track of the inter- 
relationships between the plural database network elements 26 concerning 
administered subscriber data, authentication data and numbering plan data. This 
aspect of the logic 32 may be shared in common with the similar functionality 
implemented by the redundancy logic 30 portion of the transaction logic 28. The 
consistency logic 32 accordingly recognizes for each subscriber which of the plural 
database network elements 26 comprises the primary database network element 26(p), 
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and which of the plural database network elements comprises the redundant database 
network element 26(r). The interface 22 next identifies (action 204) the queries which 
are needed to obtain the identified data. The service order gateway 22 then converts 
(action 206) each of those queries to a proper format for communication to 
and/understanding by the identified database network elements 26. The conversion 
of action 206 performed by the consistency logic 32 may comprise a conversion of the 
queries 204 from a given format and protocol (such as a generic, abstract or machine 
independent language) to a certain format and protocol associated with each individual 
one of the identified database network elements 26 (such as a machine dependent 
language). This aspect of the logic 32 may be shared in common with the similar 
functionality implemented by the redundancy logic portion 30 of the transaction logic 
28. For example, the queries may be made into a man-machine-language (MML) 
which is unique to one or more of the database network elements 26. Alternatively, 
a translation may be made via a machine-machine-interface (MMI) (such as standard 
query language - SQL) which is unique to one or more of the database network 
elements 26. Other translations and conversions may be implemented in accordance 
with these teachings by persons of ordinary skill in the art. The service order gateway 
22 then issues the properly converted queries 208 to the primary and redundant 
database network elements 26(p) and 26(r), respectively. Responsive to a received 
query 208, the database network element 26 extracts (action 210) the requested data 
and returns 212 the data back to the service order gateway 22. The service order 
gateway 22 next compares (action 214) the extracted data to identify any noted 
inconsistencies. These inconsistencies are then reported 216 to the originating 
customer administrative system or other user input device 24 for appropriate, 
corrective (if necessary), response. In certain situations, the service order gateway 
further initiates an automatic correction (action 218) of the inconsistent data. The 
consistency logic 32 accordingly functions in action 218 to identify the data which is 
incorrect (and is the source of the noted inconsistency), with an appropriate data 
updating command 1 10 (see, FIGURE 3 A) generated and issued to the primary and/or 
redundant database network elements 26(p) and/or 26(r), respectively. 

Although preferred embodiments of the method and apparatus of the present 
invention have been illustrated in the accompanying Drawings and described in the 
foregoing Detailed Description, it will be understood that the invention is not limited 
to the embodiments disclosed, but is capable of numerous rearrangements, 
modifications and substitutions without departing from the spirit of the invention as 
set forth and defined by the following claims. 
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WH AT IS CLAIMED IS : 

1 . A service order gateway between a data input device and a plurality of 
database network elements of a wireless communications system, the service order 
gateway comprising logic for supporting communications between the data input 
5 device and the plurality of database network elements, the logic functioning to: 

receive a request from the data input device to update data that is redundantly 
stored in certain ones of the plurality of database network elements; 

identify the certain ones of the plurality of database network elements that 
must be redundantly updated in order to respond to the received request; 
10 generate data update messages, wherein each of the generated data update 

messages is specifically tailored to be understood by one of the identified certain ones 
of the database network elements; and 

issue the generated data update messages to the identified certain ones of the 
database network elements to effectuate redundant data updating in response to the 
.15 received request. .,. ■ 

2. The service order gateway as in claim 1 wherein the data input device 
comprises a customer administrative system for a telecommunications network. 

3 . The service order gateway as in claim 2 wherein the database network 
elements comprise home location registers of the telecommunications network. 

20 4 - The service order gateway as in claim 1 wherein the logic further 

functions to: 

receive confirmation from the certain database network elements of an 
updating of the stored data in response to the received request; 

determine whether a confirmation has been received from each of the certain 
2 5 database network elements; and 

issue a data state roll-back command message to each database network 
element from which a confirmation was received if the determination is made that a 
confirmation has not been received from each of the certain database network 
elements. 

30 5 - The service order gateway as in claim 1 wherein the logic function to 

generate further functions to generate each data update message in a machine 
dependent language for the identified certain database network elements. 
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6. A method for interfacing a data input device and a plurality of database 
network elements of a wireless communications system to support redundant data 
updating, comprising the steps of: 

receiving a request from the data input device to update data that is redundantly 
stored in certain ones of the plurality of database network elements; 

identifying the certain ones of the plurality of database network elements that 
must be redundantly updated in order to respond to the received request; 

generating data update messages, wherein each of the generated data update 
messages is specifically tailored to be understood by one of the identified certain ones 
of the database network elements; and 

issuing the generated data update messages to the identified certain ones of the 
database network elements to effectuate redundant data updating in response to the 
received request. 

7. The method as in claim 6 wherein the data input device comprises a 
customer administrative system for a telecommunications network. 

8. The method as in claim 7 wherein the database network elements 
comprise home location registers of the telecommunications network. 

9. The method as in claim 6 further including the steps of: 
receiving confirmation from the certain database network elements of an 

updating of the stored data in response to the received request; 

determining whether a confirmation has been received from each of the certain 
database network elements; and 

issuing a data state roll-back command message to each database network 
element from which a confirmation was received if the determination is made that a 
confirmation has not been received from each of the certain database network 
elements. 

10. The method as in claim 6 wherein the step of generating comprises the 
step of generating each data update message in a machine dependent language for the 
identified certain database network elements. 

11. A service order gateway between a data input device and a plurality of 
database network elements of a wireless communications system, the service order 
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gateway comprising logic for supporting a consistency check between data stored in 
the plurality of database network elements, the logic functioning to: 

receive a request from the data input device to check the consistency of certain 
data that is redundantly stored in the plurality of database network elements; 

identify certain ones of the plurality of database network elements that contain 
the certain data identified in the received request; 

generate query messages requesting the certain data, wherein each of the 
generated query messages is specifically tailored to be understood by one of the 
identified certain ones of the database network elements; 

issue the generated data update messages to the identified certain ones of the 
database network elements to effectuate an extraction of the certain data; and 

compare the extracted certain data to identify any inconsistencies 
therebetween. 

12. The service order gateway as in claim 1 1 wherein the data input device 
comprises a customer administrative system for a telecommunications network. 

1 3 . The service order gateway as in claim 1 2 wherein the database network 
elements comprise home location registers of the telecommunications network. 

14. The service order gateway as in claim 11 wherein the logic further 
functions to correct identified inconsistencies between the extracted and compared 
certain data. 



1 5. The service order gateway as in claim 1 1 wherein the logic function 
to generate further functions to generate each query message in a machine dependent 
language for the identified certain database network elements. 

16. A method for interfacing a data input device and a plurality of database 
network elements of a wireless communications system to support consistency checks 
between redundantly stored data, comprising the steps of: 

receiving a request from the data input device to check the consistency of 
certain data that is redundantly stored in the plurality of database network elements; 

identifying certain ones of the plurality of database network elements that 
contain the certain data identified in the received request; 
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generating query messages requesting the certain data, wherein each of the 
generated query messages is specifically tailored to be understood by one of the 
identified certain ones of the database network elements; 

issuing the generated data update messages to the identified certain ones of the 
database network elements to effectuate an extraction of the certain data; and 

comparing the extracted certain data to identify any inconsistencies 
therebetween. 

1 7. The method as in claim 1 6 wherein the data input device comprises a 
customer administrative system for a telecommunications network. 

18. The method as in claim 17 wherein the database network elements 
comprise home location registers of the telecommunications network. 

19. The method as in claim 16 further including the step of correcting 
identified inconsistencies between the extracted and compared certain data. 

20. The method as in claim 1 6 wherein the step of generating comprises the 
step of generating each query message in a machine dependent language for the 
identified certain database network elements. 
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